
Position: Manager InfoSec – Location – Mumbai (Goregaon (w))  

ROLES & RESPONSIBILITIES: InfoSec Operations & Implementation:  

 Define the roadmap for the organization for the security technologies, security standards for 

the next 12 to 24 months.  

 Establish the security architecture, standards, technology stack and frameworks for 

internal/external applications and products.  

 Ensure the security posture all the time at a desired level and make sure the business 

requirements and plan for business continuity at each of the critical failure points.  

 Lead complex, large-scale programs that ultimately will drive security culture change 

throughout the enterprise.  

 Ensure the organization is geared for security standards like NIST, SOC2, HIPPA, ISO, MITRE.  

 Conducts accreditation interviews, risk assessments, and technical analyses to determine 

areas of risk and non-compliance.  

 Uses broad and deep security knowledge and technical evaluation skills to help ensure risks 

are appropriately identified, assessed, and documented.  

Job Description:  

 Applicants should be Mumbai based are given top preference.  

 Lead the Security function at the company and serve as the subject matter expert to manage 

the overall information security.  

 The candidate will report directly to the CISO.  

 Responsible for ensuring that the company's digital assets are protected from unauthorized 

access. This includes securing both online and on-premises infrastructures, weeding through 

metrics and data to filter out suspicious activity, and finding and mitigating risks before 

breaches occur.  

 Responsible for keeping the company's Network & security systems up to date and creating 

documentation and planning for all security-related information, including incident response 

and disaster recovery plans.  

 Determining latest technologies and processes that improve the overall security 

infrastructure.  

 Knowledge of enterprise IT security concerns and technologies, including but not limited to 

VPNs, network security, encryption, authentication, application-level network protocols, PKI, 

IPSec, Firewall, SSH, SSL, DES, LAN/WAN, and TCP/IP.  

 Knowledge of security best practices with relation to applications, network, and client 

setups.  

 Basic knowledge in Linux Unix command line, window's batch scripts.  

 Provide comprehensive and up-to-date documentation and inventories of Network assets, 

Services procedures, and configurations to ensure that maintenance and continuity of the 

Service is achievable in a timely manner.  

You could be a right fit if:  

 Minimum two industry leading certification like CISA, CISSP, CGEIT, ECH etc. 

 Experience in finance domain especially into broking, insurance, wealth management 

domains.   

 Experience in managing Corporate (In-house) risk control, security & compliance is 

mandatory.  



 Experience in setting up and maintaining security functions is mandatory.  

 Effective in planning and execution - own the results.  

 Demonstrated ability in making the decisions and trade-offs when managing multiple 

projects and priorities.  

 Hands-on ability to execute independently.  

 You have a 'high-bar' for yourself and your teams.  

 Willing to stretch and be comfortable with failure.  

 Should possess excellent stability.  

 Candidate should be able to create a strategy and execute with full ownership to IT network 

& cyber-Security plan for the organization.  

 12 - 15 years related experience in Information Security, risk, compliance, or similar position.  


